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MEMORANDUM 

FROM: Kyle Gibson 
TO: SMBA Board 
DATE: 27-MAR-2019 
RE: Website Host 
 

 
 
Over the course of the last week (starting on Wed., 3/20), the SMBA website has been under a brute force 
attack.  Brute forcing is the process by which an attacker seeks to gain entry to a website by automatically 
attempting hundreds of username/password combinations per minute.  It was observed that the IP addresses 
being used to carry out the attack were “internal” IP addresses, meaning that they were coming from the same 
web host as our website.  Because of the fact that the attacks were coming from (in some cases) the same IP 
address that our website is being hosted at, SMBA staff were being prevented from accessing the website as 
they were viewed as a threat by the system.  A support ticket was submitted to our current web host, Flywheel, 
on 3/22 in an effort to reign in the attack.  Flywheel responded by offering some basic security suggestions 
which had already been enacted, and offered no other form of support.  On 3/27, we reached out to Secant to 
get some more insight on the issue.  Secant confirmed that it appeared the attacks were coming from within 
the Flywheel network, and suggested that we move to a different web host. 
 
Therefore, given the recommendation from Secant and the total lack of customer service from Flywheel, I am 
requesting authorization to terminate our service with Flywheel effective immediately and migrate the SMBA 
website to Siteground, a trusted web hosting company with a strong industry reputation and a great support 
team. 
 
The proposed change would cost SMBA approximately $75 for the first year, and approximately $240 per year 
after. 
 
Kyle Gibson 

 
Administrative Assistant 
Southwest MI Building Authority 
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